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A Brave New World

Patient Record Physician
O.Blazy

File[O.Blazy]

@

Main Goal

Access a patient file in a database
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A Brave New World

Patient Record Oncologist
O.Blazy

File[O.Blazy]

Danger

An outsider may want to access the patient file
The Database can try to learn the value of the record
or link the identity of the patient to a specialist
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A Brave New World

Patient Record Physician
O.Blazy

File[O.Blazy]

@

Danger

An outsider may want to access the patient file

The Database can try to learn the value of the record

or link the identity of the patient to a specialist

A Physician can try to access more than one record at a time
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The World is dark and full of terrors

Main Goal J

Obtain a shared secret if the password match
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The World is dark and full of terrors

pwg = 123 pwa = 123

Dangers

An outside adversary may try to learn the password
An outside adversary may try to learn whether the passwords match
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The World is dark and full of terrors

77

Dangers

An outside adversary may try to learn the password

An outside adversary may try to learn whether the passwords match

A corrupted participant may try to obtain the shared key without knowing the
password

A corrupted participant may try to learn the password

3/42
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Oblivious Transfer

Oblivious Transfer
Database User
C(line)

DB|line]

@

Security

The User learns the value of line but nothing else.
The Database learns nothing.
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Password Authenticated Key Exchange

Password Authenticated Key Exchange
Bob Alice

Security

The Users obtain a shared key iff their passwords match
An Adversary learns nothing
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@ Motivation
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© Smooth Projective Hash Function
@ Definition
@ Direct Applications
o Languages

O. Blazy (Xlim) Implicit Proofs March 2nd, 2021 7/42



Smooth Projective Hash Functions (SPHFs)

Definition [CS02]

NP language £: WeLlLCX < 3Fw, R(W,w)=1

HashKG G

hk & HashKG()

O. Blazy (Xlim) Implicit Proofs March 2nd, 2021 8/42



Smooth Projective Hash Functions (SPHFs)

Definition [CS02]

NP language £: WeLlLCX < 3Fw, R(W,w)=1

() )

hk & HashKG()
H <« Hash(hk, W)

O. Blazy (Xlim) Implicit Proofs March 2nd, 2021 8/42
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Definition [CS02]

NP language £: WeLlLCX < 3Fw, R(W,w)=1
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H <« Hash(hk, W)
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Smooth Projective Hash Functions (SPHFs)

Definition [CS02]

NP language £: WeLlLCX < 3Fw, R(W,w)=1

EDSG)

hk & HashKG()

H <« Hash(hk, W)
< ProjKG(hk)

H' < ProjHash(hp, W,w)
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Properties: Correctness

Verifier Prover We, L
hk = HashKG() W
— ProjKG(hk, W) LN
H — Hash(hk, W) —H H' = ProjHash(hp, W, w)

Correctness: H=H’
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Properties: Smoothness

Verifier Prover W¢gL
hk = HashKG() W
= ProjKG(hk, W) e
H = Hash(hk, W) L H’

Smoothness: H random from the view of
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Properties: Word-Independence

Verifier Prover We, L
hk = HashKG()

= ProjKG(hk)

H = Hash(hk, W) H' = ProjHash(hp, W, w)
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Direct Applications of SPHFs

Honest-Verifier Zero-Knowledge Proofs

Verifier W Prover w
hk = HashKG()

= ProjKG(hk) e
H = Hash(hk, W) L H'= ProjHash(hp, W, w)

Accepts if H=H’
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Direct Applications of SPHFs

Implicit Arguments / Witness Encryption

Sender w Receiver w
hk = HashKG()
= ProjKG(hk)

H = Hash(hk, W) H'= ProjHash(hp, W, w)

M=CaH
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Languages Handled by SPHFs

@ Any NP Language?
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Languages Handled by SPHFs

@ Any NP Language?
e Polynomial Hierarchy Collapses [GGSW13 + WE from SPHF], so let's say no?
e But any encryption of an NP-Language

@ Advanced Languages
BBCPV13 Pairing-Product Equation / Algebraic Statement
BCV15 Proof of Proof (~ Negative Statement)
BC16 Structure-Preserving (Using a GS proof as a witness)
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Languages Handled by SPHFs

@ Languages of ciphertexts of a given message M
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@ Languages of ciphertexts of a given message M
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Languages Handled by SPHFs

@ Languages of ciphertexts of a given message M
o Cyclic-group based encryption schemes: ElGamal, Cramer-Shoup, ...
o QR-based, Palillier, ...
o Lattice-based:
KV09 "unnatural" decryption procedure and non-word-independent
ZY17 Random Oracle Model
BBDQ18 Probabilistic Rounding
o Code-based:
Perl3 A try?....
BBBCG21? Gapless, works with NIST candidates
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© Building Hash Proofs
o ElGamal

o Lattices
@ Code-based

@ Supersingular Isogeny
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Starting on Elliptic Curve
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ElGamal Encryption Scheme [EIGamal85]

(G, +) cyclic group of prime order p, generator g:
@ Secret key: s € Z,

o Publickey: h=g-s€G
o Ciphertext of M: r & 7,

:g.r

u
c=(u,v) with
v =h-r+M

@ Decryption:
M=v—u-s
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SPHF for ElGamal

Language of ciphertexts of M = 0:
L={c=(u,v)|Fr€Zy,, u=g-r and v=nh-r}

Hashing key hk = (a,8) & Zf,
Projection Key =a-g+p-h
Hash value H =a-u+p-v

Projected hash value H’ - r
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Lattices: Taming the Noise
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LWE-Based IND-CPA Encryption

Encryption Scheme

Public key: A € Z7*", define lattice A = {A -s mod qs € Z7}

Secret key: trapdoor for A

Ciphertext of M € {0,1}: s & 77, noise e:

c=A-s+e+ M-(0,...,0,]q/2])"

Decrypt to:

0 ifd(c, )< B
1 ifd(c—M-(0,...,0,[q/2])7, A) < B

1 otherwise
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LWE-Based IND-CPA Encryption

SPHF — First try

Language of ciphertexts of M = 0:

L={c|3s€Zy, JecZ, |e]| <B, c=A-s+e}

Hashing key hk=h e Zl*™ “small"
Projection Key =p =h-A
Hash value H =h-c
Projected hash value H’ =p-s
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LWE-Based IND-CPA Encryption

SPHF — First try

Language of ciphertexts of M = 0:

L={c|3s€Zy, JecZ, |e| <B, c=A-s+e}

Hashing key hk=h € lequ “small”

Projection Key =p =h-A

Hash value H =h-c

Projected hash value H’ =p-s
Correctness?

Not exactly — rounding function R

H=Rh-c)=~R(p-s)=H
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LWE-Based IND-CPA Encryption

SPHF — First try

Language of ciphertexts of M = 0:

L={c]3s€Zy JecZy, |e| <B, c=A-s+e}

Hashing key hk=h e Z*™ “small’

Projection Key =p =h-A

Hash value H = R(h-c)

Projected hash value H’ =R(p-s)
Correctness?

Not exactly — rounding function R
H=R(h-c)=R(p-s)=H’

with reasonable proba if R well chosen

O. Blazy (Xlim) Implicit Proofs March 2nd, 2021 19 /42



LWE-Based IND-CPA Encryption

SPHF — First try

Language of ciphertexts of M = 0:

L={c|[Is€Zy JecZy, |le| <B, c=A-s+e}

Hashing key hk=h e Zl*™ “small"

Projection Key =p =h-A

Hash value H =R(h-c)

Projected hash value H’ =R(p-s)
Smoothness?
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Encrypting with LWE: Languages

Correctness for valid encryption of 0:
L={c[Ise€Zy JecZy, |e]<B, c=A-s+e}

O. Blazy (Xlim) Implicit Proofs
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Encrypting with LWE: Languages

Correctness for valid encryption of 0:

L={c[Ise€Zy JecZy, |e]<B, c=A-s+e}

Smoothness for ciphertexts that do not decrypt to 0:
={c|3scZy, JecZ7, [e]| <", c=A-s+e}
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Encrypting with LWE: Languages

Correctness for valid encryption of 0:
L={c[Ise€Zy JecZy, |e]<B, c=A-s+e}
for ciphertexts that do not decrypt to 0:
={c|3scZy, JecZ7, [e]| <", c=A-s+e}
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SPHF over LWE-Based IND-CPA Encryption [KV09]

Smoothness?

2 1 if —g/4<x<q/4
R(x) =1+ {Xw mod 2 = 9/ I/
q 0 otherwise

c=A-s+(0,...,0,q/3)7

= H=Rh-c)=R(p-s+ Tq mod g) heavily biased

0.5 |

|
NQ
Nl

; -
p-s—q/3 p-s p-s+q/3
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LWE-Based IND-CPA Encryption

Smoothness — Solution of [KV09]

Basically smoothness when
forall jez: d(j-c, \) > B’
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LWE-Based IND-CPA Encryption

Smoothness — Solution of [KV09]

Basically smoothness when
forall jez: d(j-c, \) > B’

Drawbacks:
@ Unnatural decryption algorithm
@ Requires g lattice decoding

@ No way to work with g superpolynomial
— in particular unlikely to get word-independent SPHF
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Some help from Harmonic Analysis

Generalization: R is randomized and r(x) = Pr[R(x) = 1]
Fourier decomposition of r: r(x) = 27:_01 7 - e2imix/a

Fix p=h- A and c, and apply Poisson formula, goal:

P =Pr[R(h-c)=1] =1/2 + negl

P o plye(N)+ > Fply(A—Jj-c)
Jj#0
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Some help from Harmonic Analysis

Generalization: R is randomized and r(x) = Pr[R(x) = 1]
Fourier decomposition of r: r(x) = 27:_01 7 - e2imix/a

Fix p=h- A and c, and apply Poisson formula, goal:
P =Pr[R(h-c)=1] =1/2 + negl
P = fo- pys(N) + Z fi - pge(N=Jj-c)
J#0
Solution [KV09]

Q use R(x) =1+ {%X-‘ modq = F =0(1/)) for even j

© ensure j - ¢ far from A for all j

O. Blazy (Xlim) Implicit Proofs March 2nd, 2021 23/42



Some help from Harmonic Analysis

Generalization: R is randomized and r(x) = Pr[R(x) = 1]
Fourier decomposition of r: r(x) = 27:_01 7 - e2imix/a

Fix p=h- A and c, and apply Poisson formula, goal:
P =Pr[R(h-c)=1] =1/2 + negl

P o plye(N)+ > Fply(A—Jj-c)
Jj#0

Our solution [BBDQ18]
Ensure that 7; =0 for j > 2, i.e.:

r(x) =Pr[R(x) =1] = % i %cos (ZTTX)
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Construction

Hashing key hk=h & D%,Xt’"
Projection Key =p =h-A
Hash value H =R(h-c)
Projected hash value H’ =R(p-s)
1 1 2
r(x) = PrIR(x) = 1] = 5 + 3 cos (ZX)

@ Smoothness: proven previously

o Correctness: approximate
Pr[H=H]>3/4 + o(1)

— can be extended to classical correctness
(ECC + parallel repetitions)
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To Code and Beyond
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RQC Encryption

Assume parameters: param = (n, k, 8, w, w,, we) € N8, R = Fn[X]/(X" — 1) and
G € My o(Fqgm)

@ Secret key: (x,y) & R2 (w(x) =w(y) =w)
Public key: h,s = x4+ h-y (with h & R)

Ciphertext of m: r = (ry,ra,r3) & R,

¢t =h-rp+r

c=(a,x) with {

c; =s-rh+r3+mG

Decryption : C.Decode(ca — y -¢1).

@ Naive hp=h-a; +s-as + a3z
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Encrypting with RQC: Languages

Correctness for valid encryption of 0: £ = {c|3r, e R,||r]| < w,, c=...}

A 4
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Encrypting with RQC: Languages

Correctness for valid encryption of 0: £ = {c|3r, e R,||r]| < w,, c=...}
Smoothness for ciphertexts that do not decrypt to 0

Verifiable Encryption ~~ Gapless SPHF
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Supersingular Isogeny

(m
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Supersingular Isogeny

(m

We only have collection of orbits,
We only know to build SPHF around modules (or eventually ring action)
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Supersingular Isogeny

(G =

Alamati, De Feo, Montgomery, Patranabis at AC'20: Cryptographic Group
Action... but...
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© Applications
@ Oblivious Transfer
@ Password Authenticated Key Exchange

O. Blazy (Xlim) Implicit Proofs March 2nd, 2021 29 /42



Oblivious Transfer

Patient Record Physician
O.Blazy

File[O.Blazy]

@

Security

The User learns the value requested but nothing else.
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Oblivious Transfer

Patient Record Physician
C(0.Blazy)

SPHF patient (C) & File[patientj

@

Security

The User learns the value requested but nothing else.
The Database learns nothing.
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A family of similar problems

Oblivious

Transfer
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A family of similar problems

Oblivious

Witness Signature-
Encryption Based

Envelope
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A family of similar problems

Designated
Verifier
Signature

Oblivious Language-
Based Envelope

Oblivious

Witness Signature-
Encryption Based

Envelope
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Oblivious Language-Based Envelope [BCG16]

Database User

SPHF(W) & Data

@

Security

The User learns the values linked to his word but nothing else.
The Database learns nothing.
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A complete family

@ Singleton: Oblivious Transfer [ABBCP13, BC15]
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A complete family

@ Singleton: Oblivious Transfer [ABBCP13, BC15]

@ Solution to an equation (signature): OSBE [BPV12]

@ Non-Interactive solution to an equation: Witness Encryption [BBDQ18]

@ And others (Conditional Oblivious Transfer, DVS, ...) [BCGJ17, BBCF20]
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Password Authenticated Key Exchange

Security

Protocols succeeds iff the passwords are the same
Nobody learns the password
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Language Authenticated Key Exchange [BBCPV13]

LAKE

C(Wa)

C(Wp)

SPHF ., (C(Wa)) ® SPHF ., (C(W3))

The Users obtain a shared key iff their words fit
An Adversary learns nothing

Security J
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Luckily, we had margins wide enough
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A whole new world

e Singleton: PAKE [BBCPV14,ABBCP14, BBDQ18]
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A whole new world

e Singleton: PAKE [BBCPV14,ABBCP14, BBDQ18]
@ Solution to an equation (signature): Secret Handshake [BCFK197]
@ And others [BCV16,BBL16, BC18]
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What we achieved

v" Smooth Hash Proof Systems now exist for most Cryptographic Worlds
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What we achieved

Smooth Hash Proof Systems now exist for most Cryptographic Worlds
They fit well in already interactive protocols, and allow to reduce rounds
Increase privacy by removing the explicit validation

Can do common languages classically manageable with a ZKPK

Most efficient solutions in the standard model for ECC

AN N N R

A library in Rust implements our constructions, and allow fast, constant time
instantiation
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Open problems

? Other applications (Generic construction of IBE from Trapdoor SPHF)
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Open problems

? Other applications (Generic construction of IBE from Trapdoor SPHF)
? Efficient PostQuantum SPHF

? Gapless Lattice-based SPHF

? Isogeny-based SPHF (Collection of orbits vs Modules/Ring Actions)

? Counter Example Language for SPHF / Word-Independent SPHF
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Questions?

Thank you!

And thanks to my co-authors:
AAAAABBBBBCCCCCDDDFFFGGGHHIJKKLMMOOPPPPQSSSSSSTTTVZ.
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